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Incident Response Tabletop Exercise

PacketWatch Active Security

What is a Tabletop Exercise?

A Tabletop Exercise (TTX) is a collaborative workshop that uses real- Benefits
world scenarios to practice your Incident Response Plan. A » Customized for your risk
cybersecurity expert facilitates the session to provide your team with profile, attack vectors, and

a safe environment to walk through, understand, and improve your cybersecurity controls
documented plan. Participants should include technical and
executive team members to ensure coordination, communication,
and escalation procedures are tested.

Practice your Incident
Response Plan with real-world
scenarios, safely

How often? Proactively identify gaps and
weaknesses in your plan,

1 . .
NIST SP 800-84' recommends companies conduct tabletop exercises capabilities, and resources

at least once per year. NIST also recommends repeating the process
following organizational changes and updates to any IT plan. Evaluate your team's ability to
Gartner urges organizations to increase the frequency of tabletop coordinate, communicate, and
exercises during times of global unrest? ensuring “triage and escalate during a crisis

decision-making are not made on the fly.” Train your team on their roles

and responsibilities during a

Why PaCketwatCh? cyber incident
Our facilitators bring a deep understanding of threat actors and their
tactics, techniques, and procedures (TTPs). Our experience
responding to hundreds of cyber incidents in North America guides
our real-world scenarios and collaborative approach.

Develop a roadmap to
improve your Incident
Response Plan

REVIEW REACT UNDERSTAND VALIDATE PRACTICE AUDIT

Roles and
Responsibilities

Real-world
Scenarios

Threats and

Procedures
Attack Vectors

and Priorities

Communication
Requirement:

1-800-864-4667 1. NIST SP 800-84 https://bit.ly/sp-80084 | 2. Gartner https:/gtnr.it/3iEp9Cv www.packetwatch.com



Incident Response Tabletop Exercise

Technical Executive
TTX i TTX

Communications

Technical Tabletop Exercise

Oriented to technical teams, security practitioners, and
incident responders, this live workshop evaluates your
technical team's response to an incident. The exercise
focuses on technical issues, detection, containment,
escalation, communications, and overall capability.

Engagement Timeline

ENGAGEMENT & PLANNING INTERACTIVE SESSIONS

Kickoff meeting,
documentation collection,
scheduling, threat scan, and
scenario development

Interactive workshops
and interviews;
preliminary analysis

Deliverables

e Workshop Scenarios and Materials
e Executive Presentation

o After Action Report

e Actionable Roadmap

Executive Tabletop Exercise

Oriented to executives and managers overseeing
incident response, this live workshop challenges them
with timely decision-making. The exercise focuses on
resource, customer, partner, communication, risk,
legal, and compliance issues.

ANALYSIS & REPORT DELIVERY & FOLLOW-UP

Recommendations,
roadmap, and report
development; executive
presentation development

Report delivery, quality
assurance, and follow-up
items

WEEK 1 1-2 DAYS 1 WEEK AS NEEDED

Additional Cyber Services

If you need assistance developing your cybersecurity program,
PacketWatch offers additional Advisory and Active Security services:

e Enterprise Security Assessment

e Incident Response Plan Development
e Penetration Testing

e Purple Teaming (Adversary Emulation)

“I found the PacketWatch
personnel to operate at the
highest level of professionalism,

technical expertise, and
efficiency.”

Call 1-800-864-4667 or visit www.packetwatch.com to discuss your Incident Response Strategy.

© 2022 PacketWatch. All rights reserved.
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