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Appendix A - VexTrio I0Cs & PacketWatch Query

womanflirting.life
bonustop-price.life
allprizeshub.life
greatbonushere.top
prizes-topwin.life
a.crystalcraft.top
logsmetrics.com
webdatatrace.com
marybskitchen.com
prom-gg.com
go.clicksme.org
machinetext.org
getquery.org
quaryget.org
greenpapers.org
dailytickyclock.org
tiktok.megastok.top
tiktok.supersbows.us
tiktok.tomorrows.top
tiktok.superbowsm.top
antibotcloud.com
hixastump.com
d.strouchridun.top

http.host: (womanflirting.life OR bonustop-price.life OR allprizeshub.life OR
greatbonushere.top OR prizes-topwin.life OR a.crystalcraft.top OR
logsmetrics.com OR webdatatrace.com OR marybskitchen.com OR prom-gg.com OR
go.clicksme.org OR machinetext.org OR getquery.org OR quaryget.org OR
greenpapers.org OR dailytickyclock.org OR tiktok.megastok.top OR
tiktok.supersbows.us OR tiktok.tomorrows.top OR tiktok.superbowsm.top OR
antibotcloud.com OR hixastump.com OR d.strouchridun.top)

Appendix B - CrowdStrike Query for ‘Martini’ files

FileName=martini.exe OR FileName=martini.sys OR FileName=viragt64.sys

THREAT INTEL DISCLAIMER: The information in this product is provided “as is.” It is not yet finally evaluated intelligence and
should be considered raw information that is provided strictly for situational awareness, given what is known at this time.
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